[Tpunoxenue Ne2. UndopmanuoHHass HaMATKA 1J1s1 00y4alomuXxcs JJIsl pa3sMelleHust Ha 0(pMIUATbHBIX
HurepHer-pecypcax

C KaX/IbIM T'OZIOM MOJIOJIEKH B HHTEPHETE CTAHOBUTHCS OOJIBIIE, A INKOJIBHUKU OJHH U3 CaMBIX
aKTUBHBIX I0JIb30BaTesnel Pynera. Mexay TeM, HOMUMO OTPOMHOIO KOJIMYECTBA
BO3MOXKHOCTEH, HHTEPHET HECET U NMPOoOIeMbl. DTa naMsATKa JJOJKHA TOMOYb Tebe 0e301acHo
HaXOJIUThCS B CETH.

KomnbroTepHbie BUPYCHI

KoMIbroTepHBIi BUPYC — 3TO Pa3HOBUIHOCTb KOMIIBIOTEPHBIX IPOTPaMM, OTJIMYUTEIbHON
0COOEHHOCTBIO KOTOPOM SIBJISIETCS CIIOCOOHOCTh K Pa3MHOXKEHHUIO.

B nomnonHeHue K 3ToMy, BUPYChl MOTYT MOBPEIUTH WIIA MOJHOCTHIO YHUUTOXUTD BCe (hailiibl U
JTaHHbIE, IIOJJKOHTPOJIbHBIE [10JIb30BATENI0, OT UMEHH KOTOPOro ObLIa 3alylieHa 3apaxEHHas
porpaMma, a TakyKe MOBPEIUTh WU 1a)K€ YHUUTOKHUTH ONEPAMOHHYIO CUCTEMY CO BCEMU
¢aitnamu B 11esioM. B 60BIIMHCTBE ClTydaeB pacpOCTPAHSIOTCS BUPYCHI Yepe3 HHTEPHET.

MGTOI[I)I 3alIUTHI OT BPCAOHOCHBIX ITPOrpaMm:

1. Hcnonb3yit coBpeMEHHbIE ONEPAMOHHBIE CUCTEMbI, UMEIOLINE CEPhE3HBINA YPOBEHb
3aIIUTHI OT BPEIOHOCHBIX IIPOIPAMM;

2. TlocrosiHHO ycTaHaBiIMBal nauTH (LU(PPOBBIE 3AIUIATKH, KOTOPbIE ABTOMATUYECKH
YCTaHABJIMBAIOTCS C LENbIO JOPAOTKU MPOTPaMMBI) B JPYyTrUe OOHOBJICHUS CBOCH
olnepanroHHOM cucteMbl. CkauuBail X TOJIBKO ¢ O(pULIMaAIBHOTO caiiTa pa3paboTunka
OC. Ecnu cyniecTByeT pesKuM aBTOMATUYECKOTO OOHOBIICHUS, BKIIIOUYH €I0;

3. Paboraii Ha cBoeM KOMITbIOTEpE O] IpaBaMU MOJIb30BATENs, @ HE aIMUHUCTpATOpa. ITO
HE MO03BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX TPOrPaMM HHCTAJUIMPOBATHCS HA TBOEM
[IEPCOHAIBHOM KOMIIBIOTEPE;

4. Vcnonb3yil aHTUBUPYCHBIE TPOTPAMMHBIE MPOAYKTHI U3BECTHBIX MPOU3BOAUTENEH, C

aBTOMAaTHYECKUM OOHOBIIEHHEM 0a3;

Orpannyb pU3NYECKUI 10CTYN K KOMIBIOTEPY /JIs1 HOCTOPOHHUX JIMIL;

6. Vcnonp3yil BHEIIHME HOCUTENN HH(POPMALINK, TaKKe Kak (uienka, JTUCK WK (aiin u3
MHTEPHETA, TOJIBKO U3 MPO(EPEHHBIX HICTOYHUKOB;

7. He oTkpbIBail KOMIIBIOTEpHBIE (ailibl, HOTYYEHHBIE U3 HEHAJEKHBIX UCTOUYHUKOB. J{axe
Te (ailsibl, KOTOPbIE MPUCIIA TBOW 3HaKOMBIH. Jlydllle yTouHM y HEro, OTIpaBIIsll JIM OH
Te0e Ux.

o

Cerun WI-FI

Wi-Fi - 310 He BHJ Mepeiaun JaHHBIX, HE TEXHOJIOTHs, a BCEro JIUIIb Open 1, Mapka. Emie B 1991
roJly HUJepiaHackas KoMmanus 3apeructpuposaia opens « WECA», ato o603Havano
cinoBocodetanue «Wireless Fidelity», KOTOpbIN TepeBOAUTCS KaK «OECIIPOBOIHAS TOYHOCTD.

Jlo Hamero BpeMeHH AoIuIa Ipyras ab0peBuaTypa, KOTopas sSBISIETCS TAKOH JK€ TEXHOJIOTHEH.
Ot1o abbpeBuarypa «Wi-Fi». Takoe Ha3BaHUe OBUIO 1aHO C HAMEKOM Ha CTaHJapT BHICIINN
3BykoBo#l TexHuku Hi-Fi, uTo B mepeBoie 03Ha4aeT «BbICOKAsI TOYHOCTHY.



Ja, 6ecrutaTHbI HHTEPHET-IOCTYII B Kade, OTEeNAX U adpoIopTax SBISIETCS OTIMYHON
BO3MOKHOCTBIO BBIXOZIa B MUHTepHET. HO MHOTHE 3KCepThI CUUTAIOT, YTO 001Ie 0cTynHbIe Wi-
Fi cetu He aBnsitoTcs 6€30MaCHBIMU.

Cosertsl 110 Oe30macHOCTH pabore B 001Iea0cTynHbIx ceTsx Wi-fi:

1. He nepenasaii cBoro nuuHy0 nHpopMmaiuio yepes odmenocrynusie Wi-Fi ceru. Paboras
B HUX, XeJIaTeJIbHO HE BBOJUTH MApPOJIU JOCTYIIA, JJIOTUHBI U KAaKHE-TO HOMEpPa;

2. Vcnonp3yii 1 0OHOBIIAN aHTUBHUPYCHBIE IPOTpaMMBbI U Opanamayep. TeM caMbIM ThI
o0e3omnacuiib cedsi OT 3aKaYyKU BUpyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnons3oBanuu Wi-Fi oTkimroun ¢pynkuuio «O0muit noctym K daitnam u
npuntepamy». JlanHas GyHKIUS 3aKpbITa 0 YMOJYaHHUIO, OJJHAKO HEKOTOPHIE
NOJIb30BATEIH AKTUBUPYIOT €€ /17151 y100CTBa HCIIOJIb30BaHuUs B paboTe mim y4eoe;

4. He ucnonb3yit myonmuansii WI-FI st mepenaym JIMUHBIX TaHHBIX, HAPUMED IS
BBIX0/Ia B COIIMAJIBHBIC CETH UJIH B AJIEKTPOHHYIO MIOYTY;

5. Hnonp3yi Toapko 3amuiieHHoe coeaquuenne yepe3 HTTPS, a ue HTTP, T.e. npu nHabope
Be0-apeca BBOAM UMEHHO «https://»;

6. B mo6mibHOM Tenedone oTkmoun Gpynkuuto «llonkmouenue k Wi-Fi aBromaTrueckm.
He nomyckait aBTOMaTH4ecKkoro MoAKI0YeHHs ycTpoiicTa k cetssm Wi-Fi 6e3 TBoero
coriacus.

CoumnajnHble ceTH

CouuanbHbIe CETH aKTUBHO BXOJST B HAIIly KM3Hb, MHOTHE JIFOJIA PaOOTAIOT U KUBYT Tam
MOCTOSIHHO, a B Facebook yxe 3apeructpupoBan MUJLIMAp/ YENIOBEK, YTO SIBISIETCS OJHOMN
ceIbMOU BCeEX JKUTEJIEN MJIAHETHI.

MHorue moip30BaTeIn He MOHUMAIOT, YTO WH(POPMAIIKs, pa3MeIIeHHas UMU B COITMAITbHBIX
CeTsIX, MOXKET OBITh Hall/IeHa M MCIOJIb30BaHa KEM YrOJHO, B TOM YHCIIE HE 0053aTEIbHO C
0JlaruM1 HaMEpPEHUSIMH.

OCHOBHBIE COBETHI 110 0€30ITaCHOCTH B COMMAJIBHBIX CCTAX:

1. Orpannub criucok apyseil. ¥ 1e0s B Ipy3bsAX HE TOJKHO OBITh CIy4aifHbIX U
HE3HAKOMBIX JIFOJIEH;

2. 3amuail cBOI0 4acTHYIO kM3Hb. He yka3piBaii mapoinu, TenedoHsl, agpeca, 1aTy TBOETO
POXACHUS U IPYTYIO TUYHYIO0 HH(POPMAIHIO. 3TOYMBIILICHHUKH MOTYT HCIIOJIb30BaTh
Jla’ke MH(OpPMAIUIO O TOM, KaK Thl U TBOU POAUTEINH TIAHUPYETE MPOBECTH KAaHUKYIIbI,

3. Bammimai CBOIO pEIyTaIHIo - ACPKH €€ B YHCTOTE | 3a/1aBail cede BOIPOC: XOTEN OBI ThI,
4TOOBI JpyTUe MOJIb30BaTeNN BUAEIH, UTO ThI 3arpyskaems? Ilogymail, mpexsae uem uro-
TO OITyOJIMKOBATh, HAIIUCATD U 3aTPY3UTh;

4. Ecnu Tl TOBOPHILB C JIObMHU, KOTOPBIX HE 3HACIb, HE UCIIOJIb3YH CBOE peaslbHOE UMS U
JPYTYIO TUYHYIO0 HHGOPMAIIUU: UM, MECTO JKUTEITLCTBA, MECTO Y4eOBbl U IpoYee;

5. W30eraii paszmenienus ¢pororpaduii B IHTEepHETE, I'/Ie THI M300paXKeH Ha MECTHOCTH, MO
KOTOPOH MO>KHO OTPEIEIINTh TBOEC MECTOTIOIOKEHHE;

6. Ilpu perucrpanuu B COIMAIBHON CETH HEOOXOIUMO UCIIOIb30BATh CIOXKHBIE TAPOJIH,
cocTosmue u3 OykB v UG U ¢ KOJUIECTBOM 3HAKOB HE MEHEE §;

7. Jns conuanbHOU CeTH, MOYTHI U IPYTUX CAWHTOB HEOOXOAUMO HUCIOIB30BATh Pa3HbIE
napoiu. Toraa ecnu Te0s B37IOMAIOT, TO 3JI0YMBIIIJICHHUKH TIOJTYYaT JOCTYI TOJIBKO K
OJTHOMY MECTY, a HE BO BCE cpasy.

JJIeKTPOHHBbIE IeHbI'H



DJEeKTPOHHBIE JICHBI'H — 3TO OYEHb yJOOHBIN CIIOCO0 IMIaTeXel, OJJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JIECHBIU.

:‘)J'ICKTpOHHBIe JACHBbI'M ITOABHUIINCHh COBCEM HEAABHO U UMCHHO H3-3a 3TOI'0O BO MHOT'MX
rocyaapCTBax A0 CUX IIOP HE MPOIKCAaHO IIPO HUX B 3aKOHAX.

B Poccun sxe onn yHKIMOHUPYIOT M O HUX YK€ TPONKCAHO B 3aKOHE, TJI€ UX pa3AeisaioT Ha
HECKOJIBKO BHJIOB — AaHOHMMHBIE U HE aHOHUMHBIE. Pa3HuIla B TOM, YTO aHOHUMHBIE - 9TO T€E, B
KOTOPBIX pa3pemaeTcs MpoBOIUTH onepauy 0e3 HaeHTU(UKAIIUH TT0JIb30BaTeNs, a B
HEaHOHMMHBIX MJICHTH(DUKALMYU T0JIb30BaTENIs ABISAETCS 00s13aTeIbHOM.

Taroke clieayeT pa3nuyarhb IEKTPOHHBIC (PHATHBIC AEHBIH (PaBHBI TOCYAAPCTBEHHBIM BAaJTIOTaM)
U JIEKTPOHHbIE He(pUaTHbIe NEHbIU (HE paBHBI TOCYAaPCTBEHHBIM BaJIIOTaM).

OCHOBHBIE COBETHI 110 OE30IaCHOI pa60Te C DJICKTPOHHBIMU ACHBI'aMM:

1. TlpuBsixu K cueTy MOOUIIBHBIN TeraeoH. ITO caMblif yIOOHBIN 1 OBICTPBIA CIIOCOO
BOCCTAaHOBHUTH JIOCTYII K cueTy. [IpuBs3anHbIi TeneOH MOMOXKET, ecii 3a0yAeIb CBOI
IJIATEKHBIN [1apOJIb WIIU 3alIe1Ib HA CAT C HE3HAKOMOTI'O YCTPOMCTBA;

2. HWcnonp3yii omHOpa3oBbie mapoiu. [locie mepexona Ha yCUIICHHYIO aBTOPU3AIIHIO TeOe
yke He OyIeT yrpoKaTh OMAaCHOCTh KPa)KH WITU TiepexBaTa MIaTeKHOTO MapoJis;

3. Bribepu cnoxubli mapons. [IpecTynHukam OyJeT He POCTO yrajaTh CIOKHBINA Hapoib.
HanexHble naposin — 3T0 napoju, KOTOPbIE COAEPKAT HE MEHEE § 3HAKOB M BKIIFOUAIOT
B ce0sl CTPOYHBIE U IPOIMCHBIE OYKBBI, HU(PHI H HECKOJIBKO CHMBOJIOB, TAKHE KaK 3HAK
noJuiapa, pyHTa, BOCKJIMIATENbHBIN 3HaK | T.11. Hanmpumep, $tROng!;;

4. He BBOJIUM CBOU JIMYHBIE JaHHBIE HA CaliTax, KOTOPHIM HE JJOBEPSEIIb.

DJIeKTPOHHAA MOYTA

DJEeKTpOHHAs M0YTa — 3TO TEXHOJIOTUS U IIPEJOCTABIIIEMbIE €10 YCIIYTH 110 IEPEChUIKE U
MOJIYYEHUIO AJIEKTPOHHBIX COOOIEHHH, KOTOpPBIE PacTIpeAEsOTCS B KOMIIBIOTEPHON CETH.

OOBIYHO AJIEKTPOHHBIN OYTOBBIH SIIKK BBIVISAIUT CIEAYIOIIUM 00pa3oM:
UMs_T0JIb30BaTESI(@UMSL_JOMEHA.

Taxxke kpoMme nepegaun IpoOCTOro TeKCTa, UMEETCS BOZMOXKHOCTh MepeaaBaTh (paisbl.
OCHOBHBIE COBETHI 10 6€30TMacHOM padoTe ¢ ANEKTPOHHOU MOYTOM:

1. Hagno BbIOpaTh NpaBUIIbHBINA TOYTOBBIN cepBUC. B HHTEpHETE €CTh OrpOMHBIN BBIOOD
OecCIUTaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JYYIE TOBEPATh TEM, KOTO 3HAEMIb U KTO
IIEPBBII B PEUTHUHTE;

2. He yka3pIBaii B 1MuHON nourte Iu4Hyto HHGopmMaruio. Hampumep, ydine BeIOpaTh
«MY3bIKaJIbHBIA _(aHaT@» nin «pok2013» BMecTo «remal3y;

3. Hcnonb3yii ABYX3TaNHYIO aBTOPHU3AIMIO. ITO KOTJJa TOMHUMO MapoJist HY’KHO BBOJIUTh
KO/I, IpUChIIaeMbIi 110 SMS;

4. BpiOepu CI0XKHBIN Mapoib. [ Kak10ro MoYTOBOTO SIIKMKa JOJIKEH ObITh CBOM
HAJCKHBIM, YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Eciu ecTh BO3MOKHOCTB HalMCcaTh CAaMOMY CBOM JIMYHBIN BOMPOC, UCTIOIB3YH ATy
BO3MOKHOCTB;



6.

Hcrnonb3yil HECKOIBKO IIOYTOBBIX AIIKUKOB. [IepBbIi U1 4aCTHOM NEPEIIUCKHU C
ajZipecaTamMu, KOTOPBIM ThI IOBEpPSICIb. ITO ANEKTPOHHBIN aJpec He HaJl0 UCIOJIb30BATh
IpU perucTpanuu Ha opyMax U cairax;

He otkpsiBail Qaiinel u Apyrue BiIOXKEHUS B MUCbMAaX Ja)Ke €CIIM OHU MPHILIH OT TBOUX
npy3ei. Jlydie yro4Hu y HUX, OTHPABIISUTH JTU OHU TeOe ATH (paiiisr;

[Tocne okoH4yaHus pabOTHI Ha TOYTOBOM CEPBHCE MEPE]l 3aKPHITHEM BKIIAJIKU C CATOM
He 3a0y/b HaKaTh Ha «BBIATHY.

Knﬁepﬁymmﬂr NUJIH BUPTYAJbHOC U3A€BATECJILCTBO

KubepOyminuHr — npecienoBanue COOOMICHUIMH, COIEPKAIUMU OCKOPOJICHHS, arPeCcCHIo,
3aIlyTMBaHKE; XyJIUTaHCTBO; COLIMAIbHOE OOMKOTUPOBAaHHE C TIOMOIIBIO PA3IMYHBIX HHTEPHET-
CEPBHCOB.

OCHOBHBIE COBETHI 110 O0PKOE C KHOEPOYILTUHTOM:

1.

N

oo

He Gpocaiics B 60i1. JIyumuii crioco6: mocoBeToBaThCs Kak cedst BECTH U, €CIIM HET TOTO,
K KOMY MOHO 00paTUThCs, TO BHaYaJle YCIIOKOUTHCS. Eciau Thl HauHelb 0TBEYaTh
OCKOPOJIEHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO elle 00JIblle pa30kKellb KOH(IUKT;
VYupasisii cBoeil kubeppenyraiuei;

AHOHHUMHOCTB B ceTH MHUMasi. CyIeCTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 32
AQHOHMMHBIM aKKayHTOM;

He crout Bectu Xynuranckuii o0pa3 BUpTyalibHON ku3HU. IHTEepHET ukcupyer Bce
TBOU JICHCTBUS U COXPAHACT UX. Y NAIUTh UX OyAET KpailHe 3aTpyIHUTEIHHO;
Cobmronaii cBOM BUPTYaJIbHYIO YECTh CMOJIOJNY;

Urnopupyit enuHn4HbIN HeratuB. OJIHOPa30Bble OCKOPOUTENIbHbBIE COOOLIEHMS JTyYIlle
UrHopupoBaTb. OOBIYHO arpeccus MpeKpallaeTcs Ha Ha4yaJlbHOW CTa/lny;

ban arpeccopa. B mporpammax oOMeHa MIrHOBEHHBIMH COOOIICHUSIMH, B COITMATLHBIX
CeTSX €CTh BO3MOXHOCTb OJIOKUPOBKHU OTIPABKU COOOLIECHUH C ONPEAETICHHBIX a/IpECOB;
Ecnu Tb1 cBUaeTens kubepOyunara. TBou aelicTBUS: BHICTYIIUTh IPOTUB
IIpECIIe0BaTENs], I0KA3aTh EMY, YTO €T0 IEHCTBUS OLICHUBAIOTCSI HETaTUBHO,
NOJJIEPKATh JKEPTBY, KOTOPOU HY)KHA IICUXOJIOTMYECKask TOMOIIb, COOOIIUTH B3POCIIBIM
0 (hakTe arpecCUBHOIO IIOBEJICHUS B CETH.

MoOunbHbIi TeseoH

CoBpemeHnHble cMapT(HOHBI U TIAHIIETHI COAEpkKaT B ce0e BIOJIHE B3POCIbIA (QYHKIIMOHAT, U
Tenepb OHU MOT'YT KOHKYPUPOBATh CO CTAllMOHAPHBIMU KOMIIbIOTEpamMu. OJHAKO, CPENICTB
3alUTHI JUIsl TOAOOHBIX YCTPOICTB IMOKA OUYE€Hb MaJIo.

TecTupoBaHuE U MOUCK YSI3BUMOCTEW B HUX IPOUCXOIUT HE TAK MHTEHCUBHO, Kak s [1K, To
K€ caMoe KacaeTcsl U MOOMIIbHBIX TIPUIIOKEHUH.

CoBpemeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPaKTUYECKH TOTHAIN HACTOJIbHBIE aHAJIOTH, OJTHAKO
pacupenne (yHKIIMOHAJa BIICUET 3a cO00 OOJIBIIYIO CI0KHOCTh U MEHBIIYIO 3alIUIEHHOCTD.

Jlaneko He Bce MPOU3BOAUTENH BBITYCKAIOT OOHOBIICHUS, 3aKPHIBAIOIINE KPUTHIECCKIE
YSI3BUMOCTH JJISI CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI JyTsi 0€30MaCHOCTH MOOMIILHOTO TenedoHa:



1. Hwuuero He sBIsETCS MO-HACTOAIIEMY OecTUIaTHRIM. Byab OCTOpOKEH, Beb Koraa Tede
npeiaraT OecryiaTHbI KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKHUe-TO IUIaTHBIE
YCIIyTH;

2. Jlymaii, mpexxnae yem otnpaButh SMS, hoTo wim Buieo. Tol TOUHO 3HACIIIB, TJIC OHU

OyIyT B KOHEUHOM UTOre?

Heo0xoaumMo 0OHOBISATH ONEPAIMOHHYIO CUCTEMY TBOETro cMapThoHa;

Hcnonb3yit aHTUBHPYCHBIE IIPOTPAMMBI JJ11 MOOUITLHBIX TeNIC(OHOB;

5. He 3arpy»aii npusaoeHus: OT HEM3BECTHOTO UCTOUHUKA, BEJlb OHU MOTYT COJIEP>KaTh
BPEIOHOCHOE MTPOrPaMMHOE 00ecIIeUeHHE;

6. Ilocie Toro kak Thl BBIIICIIB C CaliTa, IJie BBOAWI JIMYHYIO HH(OPMALIKIO, 3ali1U B

HACTPOIKK Opay3epa u ynanu cookies;

[Tepuoaunuecku mMpoBepsiii Kakue IIaTHBIE YCIYTH aKTUBHPOBAaHbI HA TBOEM HOMEpE;

8. agaii cBOif HOMEp MOOMIJIBHOTO TenedoHa TOIBKO JIOASIM, KOTOPBIX ThI 3HACHIb U KOMY
JOBEpsiCIIb;

9. Bluetooth gqomkeH OBITH BEIKITIOYEH, KOTIa ThI UM HE MOJIb3yelibes. He 3a0biBail mHOT 1A
IPOBEPSTH 3TO.

How

~

Online urpsi

CoBpeMeHHbIE OHJIAH-UIPBI — 3TO KPacOYHbIE, 3aXBAThIBAIOIIUE pa3BICUCHUsI, 00bEeTUHSIIOIINE
COTHH THICSIY YEJIOBEK 10 BCeMy MHpPY. Irpoku ucCnenyroT JaHHbIi UM MHp, OOIAIOTCS JPYT C
JPYTOM, BBIIIOJIHSAIOT 3a/1aHUs, CPAXKAIOTCS C MOHCTPAMHU U IIOJy4aloT OIBIT. 3a YAO0BOJIBCTBHE
OHM IUIATST: MOKYNAIOT IUCK, OINIAYMBAaOT A00OHEMEHT WJIM IPUOOPETAIOT KAKKE-TO OIILIUH.

Bce atu cpenctBa uayT Ha mojAepKaHUE U Pa3BUTHE UTPHI, a TAK)KE HA caMy 0€3011acHOCTD:
COBEPIIICHCTBYIOTCS CUCTEMBI aBTOPU3AIINH, BBITYCKAIOTCS HOBBIC TTAaT4H (IIU(POBEIC 3aIUIaTKH
JUISI IPOTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HO,[[O6HI>IX Urpax CTOMT OI1aCcaTbCAa HE CTOJILKO CBOMUX COIICPHHUKOB, CKOJIBKO KpPaKu TBOCT'O
apoJisi, Ha KOTOpOM OCHOBAaHA CUCTEMaA aBTOpHU3alluA OOIBIIMHCTBA urp.

OCHOBHBIC COBETHI 10 OS30IIACHOCTH TBOCTO HUI'POBOI'0 aKKayHTa:

1. Ecnu npyroii urpok BeneT cedst MI0X0 WK co3/aeT TeOe HEMPHUATHOCTH, 3a0JI0KUPYH ero
B CIIUCKE UTPOKOB;

2. Tloxanyiics aAMUHUCTpATOpPaM UIPHI Ha MJI0XOE IMOBEIEHUE 3TOTO UTPOKA, JKEIATEIbHO

MIPUJIOKUTB KaKUE-TO JTIOKA3aTeNIbCTBA B BUJE CKPUHOB;

He yka3zpiBaii 1nuHyro nHGoOpManuio B npodaiine urpsr,

VYBakail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeouIaabHble MATYU U MOJBI;

Hcrnonb3yil ClI0KHBIE U pa3HbIE MTApPOJIH;

Jaxe BO BpeMs UTPbI HE CTOUT OTKJIKOYaTh aHTUBUpPYC. I1oKa ThI Urpaenisb, TBOM

KOMITBIOTEP MOTYT 3apa3uTh.

No ok w

OUIIUHT WA Kpaka JUIHbIX JAaHHbIX

OOBIYHOM Kpameﬁ ACHET U JOKYMCHTOB CCTOAHA YK€ HUKOI'O HE y)lI/IBI/IfIJ_IB, HO C pa3BUTUCM
I/IHTepHeT-TeXHOHOFI/Iﬁ 3JIOYMBINIJICHHUKH MEPEMECTUIIUCh B UHTCPHET, U IPOJOJIKAIOT
3aHUMAThCS «JTIOOMMBIMY) ACIIOM.

Tak nosiBUIIaCh HOBas yrpo3a: UHTCPHCT-MOILICHHNUYCCTBA UJIN (pHMHHF, rj1aBHadA LOEJIb KOTOPOTr'o
COCTOMT B IMOJIYYCHHUU KOH(l)I/I)IeHI_[I/IaJ'II)HBIX JaHHBbIX IIOJIb30BaTEIICii — JIOTUHOB U naponeﬁ. Ha



aHruiickoMm s3bike phishing unraercs kak gumuar (ot fishing — peiOHas 0B, password —
MapoJib).

OCHOBHBIE COBETHI 110 OOPHOE C PUITMHTOM:

1. Crnenn 3a cBouM akkayHTOM. Ecim ThI mos1o3peBaenib, 4To TBOSI aHKETa ObliIa B3JIOMaHa,
TO HEOOXOIUMO 3a0JIOKUPOBATH €€ M COOOIINTh aIMUHUCTPATOPaM pecypca 00 ITOM Kak
MOHO CKOpEe;

2. Hcnonb3yit Ge3omacHbie BeO-CaliThl, B TOM YHUCIIE, HHTEPHET-Mara3uHoOB U TTOMCKOBBIX
CHCTEM;

3. Hcnomnb3yii ciioxHbIe ¥ pa3Hble Tapoiu. Takum o0pa3oMm, eciii Te0si B3IIOMAOT, TO
37I0yYMBIIIJICHHUKH TTOJTy4aT TOCTYI TOJBKO K OTHOMY TBOEMY IPOQIIIIO B CETH, a HE KO
BCEM;

4. Ecnu TeOs B31OMAaNIH, TO HEOOXOIMMO MPEAYIPEIUTH BCEX CBOMX 3HAKOMBIX, KOTOPBIE

J00aBJICHBI y T€OsI B JIPY3bsIX, O TOM, YTO TeOs B3JIOMAJIH U, BO3MOXKHO, OT TBOCTO HMCHH

OyzeT pacchuIaThCs CIlaM M CCBUIKH Ha (PUIIMHTOBBIE CANTHI;

YcranoBu HagexxHbil apois (PIN) Ha MoOMIBHBIH TenedoH;

OTKITI04M COXpaHEHHE Tmapoiis B Opaysepe;

7. He oTkpbIBaii (ailiibl ¥ ApyrUe BIOKCHUS B MUChMAaX Ja)Ke €CIIU OHH MPUIIUIA OT TBOMX
npysei. Jlydine yrouyHu y HUX, OTIIPABIISUIN JIM OHU TeOe 3TU (aiibl;

SRl

HudpoBas penyranus

[Mu¢posast penyranus - 3T0 HEraTUBHAs UM MO3UTHUBHAS HH(OPMALIKS B CETH O TeOe.
Komnpomerupyromas nHGopmarus pa3MelieHHas B UHTEpPHETe MOKET CepPbEe3HBIM 00pa3oM
OTPa3UThCS HA TBOEH PEAIbHOM KU3HU.

«udposas pemyramus» - 3T0 TBOW UMHJIK, KOTOPBI popmupyercs n3 napopmanuu o Tede B
WUHTEPHETE.

TBOE MecTO KUTENbCTBA, yueObl, TBOE (PMHAHCOBOE MOJI0KEHUE, OCOOEHHOCTH XapaKTepa 1
pacckasbl 0 OJM3KHUX — BCE ATO HAKAIJIMBAETCS B CETH.

MHorue noJpoCcTKH JETKOMBICIEHHO OTHOCATCS K IMyOIMKalMK JTUYHON UH(OpMAIMH B
HuTepHeTe, HE MOHUMAsi BO3MOXHBIX MOCiecTBUM. ThI 1axe He CMOKEIIb 10raaThCsl O TOM,
yTo (poTorpadus, pazmelieHHas 5 JeT Ha3ajd, cTaja MIPUUYMHON OTKa3a IPUHATH TeOs Ha paboTy.

KommenTapuu, pa3menienue TBoux Gororpaduii u gpyrue AeiMcTBHUs MOTYT HE HCUE3HYTh Jaxe
MOCJI€ TOTO, KaK Thl UX yJaIHIIb. Thl HE 3HACIIH, KTO COXPAHWI 3Ty MH(POPMAIIHIO, TIOTTalia TN
OHA B MMOMCKOBBIE CUCTEMBI M COXPaHUIACh JIM OHA, a TJIABHOE: UTO MOAYMAIOT O Tebe
OKpY>KaloIlee JIF0/Id, KOTOpbIe HAUAYT U yBUAAT 3T0. HaliTn nHdOpMaIuio MHOTO JIET CITyCTS
CMOKeET JII000i1 — Kak U3 T0OPBIX MOOYKACHH, TaK U C HAMEPEHHEM NMPUYUHUTH Bpel. ITO
MOET OBITh KTO YT'OJTHO.

OcCHOBHBIE COBETHI IO 3alIUTE LIUPPOBOIN penyTaIiu:

1. Tomymaii, mpexJie 4eM 4TO-TO MyOJMKOBATh U MepeIaBaTh y ce0si B 6J0re Win B
COIIMATLHOM CETH,

2. B nacrpoiikax mpodums yCTaHOBH OTpaHUYEHHUS Ha IPOCMOTP TBOETO MPOdUIIs U ero
COAEPKUMOTO, CIETal €ro TOJIBKO IS IPY3Eh»;

3. He pa3memaii u He yka3biBail HH(POpPMAIIHIO, KOTOPask MOKET KOTO-IM00 OCKOPOISITh UITN
O0MKATh.



ABTOpCKOE IPaBo

CoBpeMeHHbIE IIKOJIbHUKH— aKTUBHBIE TT0JIH30BATENN IIU(PPOBOTo nmpocTpancTBa. OaHaKo
JTAJIEKO HE BCE 3HAIOT, YTO MOJIb30BAHHE MHOTUMHU BO3MOKHOCTSIMH LIU(PPOBOTo MUpa TpedyeT
COOJIIOJICHHSI TTPAB HA MHTEIJICKTYAIbHYIO COOCTBEHHOCTD.

TepMHUH «MHTEIJIEKTYalbHasi COOCTBEHHOCTB)» OTHOCHUTCS K Pa3IMYHBIM TBOPCHUAM
YEJOBEYECKOr0 yMa, HAYMHasl C HOBBIX M300pETEHUH M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha MPOJYKTHI U YCIIYTH , U 3aKaHYMBast KHUTaMH, poTorpadusiMu, KHHOPHUIbMaMH U
MY3bIKaJIbHBIMU TIPOU3BEACHUSIMH.

ABTOpCKHE IpaBa — 3TO MPaBa Ha UHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTb Ha NMPOU3BEICHHUS HAYKH,
JUTEPATyphl U UCKYCCTBA.

ABTOpCKUE NpaBa BBICTYAIOT B KAYECTBE FAPAHTUU TOT'0, YTO UHTEIIEKTYaJIbHBIA/TBOPUYECKUIA
TPyA aBTOpa He Oy/IeT HalpacHBIM, JaCT €My CIIPaBeJIMBBIE BOZMOKHOCTH 3apaboTaTh Ha
pe3ysbTaTax CBOEro TPY/ia, MOJyYUTh U3BECTHOCTh U IPU3HAHUE.

Huxkro 6e3 pa3pelieHns aBTopa He MOXKET BOCIIPOM3BOAUTE €T0 IIPOU3BEACHUE, paCIPOCTPAHSATh,
yOJIMYHO IEMOHCTPUPOBATH, IPO/1aBaTh, UMIIOPTUPOBATH, IIyCKaTh B IPOKAT, IIyOJUYHO
UCTIOJIHATD, I0KA3bIBATh/UCHIOIHAT B 3(Hpe UK pa3mewiaTs B IHTepHeTe.

Hcronp30BaHne «IHPATCKOTO» MPOrPAMMHOTO 00€CIIEYeHUsI MOKET IIPUBECTH K MHOTUM
pHCKaM: OT OTEPU JaHHBIX K TBOUM aKKayHTaM J0 OJOKMPOBKH TBOETO YCTPONCTBA, Ilie
YCTaHOBJIEHHBIN HE JierajgpHas nporpamma. He ctout takske 3a0bIBaTh, 4TO CYIIECTBYET
JerajibHble U OecCIIaTHbIE TPOrpaMMBbl, KOTOPbIE MOXKHO HAWTH B CETH.

O nopraJie

CeteBHUOK.p(h — TBOM INIaBHBIN COBETUUK B CETU. 3/1€Ch Thl MOXKEIlb Y3HATh O O€30IIaCHOCTH B
CEeTH MOHSATHBIM M JOCTYITHBIM SI36IKOM, a TTPH BO3HUKHOBEHUH KPUTHUECKOW CUTYaIUN
00paTUTHCS 32 COBETOM. A Tak)Ke NMPHUHATh y4acTHe B KOHKYpCaX U CTaTh CaMbIM IIU(PPOBBIM
rpaXxaaHuHOM!



